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Confidentiality Agreement

I understand that as part of my volunteer duties during my association with the Leicestershire Police, I may be required to access Police Information including:
· operationally sensitive, non-personal information and/or 
· personal data, special category data and sensitive personal data as defined under privacy legislation including the UK General Data Protection Regulation (UK GDPR)  and the Data Protection Act 2018 Part 3.  

all of which the Leicestershire Police is legally required to safeguard.

I understand: 
Police Information shall mean any information in whatever form or on whatever medium which is:- 

•	held by the Force for and in connection with policing activities and its use is restricted  Leicestershire Police Officers and Police Staff for the ‘Policing Purpose’ or ‘Law Enforcement Purpose’[footnoteRef:1] . Unauthorised use and/or disclosure beyond this use would be likely to be prejudicial to the interests of the Leicestershire Police and/or [1:  Policing Purpose is defined as prevention and detection of crime, apprehension and prosecution of offenders, protection of life and property, maintenance of law and order, rendering assistance to the public in accordance with force policies and procedures; and, in accordance with the Police and Records Management Code of Practice 2023. Law Enforcement Purpose is ‘prevention investigation, detection, or prosecution of criminal offences, execution of criminal penalties, and safeguarding against threats to public security as defined by the DPA 2018 Part 3. ] 


•	subject to restriction on processing of personal data, special category data and sensitive data in accordance with the provisions of the UK GDPR and the DPA 2018 

•	any other information, howsoever acquired by myself from the Leicestershire Police, his/her employees or agents.

•	but not in any event information which is in the public domain or already in the possession of myself which is received from a third party.


Access to Police Information may include: -

a)	Reading or viewing information held on a computer or displayed by some other electronic means,

b)	Reading or viewing manually held information in a written, printed or photographic form, or

c)	Overhearing any radio, telephone or verbal communications




I understand that any personally identifiable Information is subject to the provisions of the UK GDPR and DPA 2018 and if I process, use or disclose any such information which is not part of my volunteering duties prescribed by Leicestershire Police or not in compliance with this Agreement, I may have committed a criminal offence under the UK GDPR/DPA 2018 for which I may be prosecuted. I am also aware that it is a criminal offence under the Computer Misuse Act 1990 to use a computer or gain access to any computer, programme or data if I am not authorised to do so and that I may be prosecuted. 

I understand that processing is defined in law as: 

Obtaining, recording or holding information or data or carrying out any operation or set of operations on the information or data, including:  

•	organisation, adaption or alteration of the information or data
•	retrieval, consultation or use of the information or data 
•	disclosure of the information or data by transmission, dissemination or otherwise making available
•	alignment, combination, blocking, erasure or destruction of the information or data

While volunteering with Leicestershire Police I undertake:

· not to use Police information held by Leicestershire Police for any purpose other than in connection with my volunteer role for Leicestershire Police
· not to disclose, communicate, nor discuss Police Information held by Leicestershire Police to a third party other than as required by my role and in accordance with Leicestershire Police policies, procedures and protocols 
· not to remove any documents and/or other tangible items obtained from Leicestershire Police from the premises without the written consent of my supervisor/line manager
· not to retain, extract, copy or in any way use Police Information to which I have been afforded access during the course of my volunteering duties for any other purpose. 
· not to use a computer to gain access to any computer, programme or data which I do not have authorisation to access (Computer Misuse Act 1990)
· I will only operate applications or manual systems that I have been trained and authorised to use. This training will include the requirements of the UK GDPR/DPA 2018 which prescribes the way in which personal and sensitive personal data may be obtained, stored and processed. 
· not to use any removable media to download any Police Information from the Leicestershire Police Network
· not to remove any documents or IT equipment holding Police Information from Leicestershire Police network, unless authorised in writing 
· agree to apply appropriate security measures, commensurate with the requirements of Principle 6 of the UK GDPR  to the data, which states that: “appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”.  
· wear my identity pass at all times when on Police premises and when required to do so disclose my identity and status and shall not avoid doing so. 

I will only act in accordance with my role description and under the instructions of my supervisor/line manager in processing any Police Information. I undertake to seek advice and 





guidance from my supervisor/line manager should I have any doubts or concerns whatsoever about my responsibilities or the authorised use of Police Information. 

I understand that for the avoidance of doubt, the obligations and the confidentiality imposed on me by this agreement shall continue in full force and effect for an indefinite period after the expiry or termination of this association. 

I understand the only other exception to this Agreement will be where any person is required to give evidence in legal proceedings.  (If this arises, please contact the Data Office)


Note to Volunteer 

This box is to be completed by yourself prior to your induction into the Leicestershire Police Support Volunteer Programme  VIP) :

I have read and understood this Confidentiality Agreement:
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